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Cel karty

Uczen rozréznia asercje, hook kernela i monitor aplikacyjny oraz zachowuje wystarczajacy
dowdd, aby wskaza¢ zamierzony terminal bez fatszywego PASS.

Zakres karty

Jeden zdrowy przebieg mierzy heartbeat, stack high-water mark, snapshot taskow i dwa

stosy. Cztery izolowane fixture'y dowodza Sciezek ASSERT, MALLOC, STACK i DEADLINE.

Lekcja Task Najwazniejsza idea Priorytet

’ FC12 ‘ Task01 healthy evidence and four isolated expected-fail fixtures | gléwny

Status

opraco
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A1 — Diagnostic boundaries

A1 CONTEXT — diagnostic boundaries

04 Hazard3 + GDB
clean RAM + exact ELF

/ \ -__.i'-\l
F ‘.\
[ select after C startup

Il
) 'l
| !
v
01 Application monitor

03 Isolated fixtures !
heartheat policy + healthy bownds selector 0.4 at main

)
)
|
\\\{onﬁgured contracts  one controlled failure
|

-"{Durce v ELF identity
II ""-\.L v -Illr
Eo1_epg | 02 FreeRTOS diagnostics

A confighSSERT + malloc/stack hooks

EOF.E10
"
S,

—y W j’_’/

05 Committed evidence
healthy trace OR ane fault record

Rysunek 1: A1 CONTEXT — application, kernel hooks and evidence. — czeé¢ 1/1 (r1 cl).
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A2 — Evidence and hook contracts czes¢ 1/1 - rl cl

A2 STAUCTURE — healthy evidence and termenal fault

) Static task storage

weirbosr TOR + stack[256]
diagnastics TCB + stack[256]
ldle TCB + stack

fwns [ask objects

w

[ :l DiagnasticsExperiment

worker : TaskHandle_t
diagnostics © TaskHandka_t
heartheat_delta : TickType_t
high_water : UBaseType_t
task_count : UBaseType t
worker_sp [/ diagnastics_sp
pass { digest

0.6
o=
(£ Hoak contracts

Rysunek 2: A2 STRUCTURE —

cl).

canfigassERT
MallacFailedHaok
StackDverflowHook
deadline monitar

Iiallilidgnns‘.lc'.hidznne

saguande § event f lick
actar { valug
carmemitted

\
\commit-Last

§ F

I

£
# mutually exdusive terminal
;

N
l__C__l DagnasticEault

ficture § hook / line
Lazk J 5p

committed = OxFC1AFATT

experiment, trace, fault and static storage. — czesé 1/1 (rl
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A5 — Healthy replay

AS FLOW — healthy E01..EQE replay

main

worker

FreeRTOS scheduler diagnostics

I
01 diagnaestics configured

czeéé¢ 1/1

avidence log

T T T T
I I I I
I I I I
I T T )'-' 1
1 [ ) 1 1 1
| create two static tasks; start - | [
I T -1 I I
I I I I I
I 1 dispatch priority 2 I I
i = [} i i
: : 02 bounded work vaIII,JE =21 : :

T
[ I 1 1 I
I I I I I
0 ; wTaskDelay(2) | 0 0
| | 7 | |
i i - i i i
, | Wake at tick | , ,
| 1 | | |
! ' 03 heartbeat = 1 ! ! !
I L 1 1 ey |

o
I I I I I
! ' suspend self ! ! !
i i _‘} ] i i
1 1 1 1 1
I I I d t h d r' I I
! ! : ispatch diagnostics - !
I I I I I
I I I I HWM + task smapshot + state |
I I I I
I I I I I
1 1 1 1 1
: : : : 0 watermark in (0, 256) \_:
I I I I - I
I i I 05 task_count == 3 .
1 1 1 I v
I I I I I
I I I I 06 stacks differ; PASS + digest !
I I I F 1
I I I I - I

main worker FreeRTOS scheduler diagnostics evidence log

Rysunek 3: A5 FLOW — E01 to E06 healthy evidence. — czgé¢ 1/1 (r1 cl).

rl cl
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cze$é¢ 1/1 - rlcl

A6 — Healthy and expected-fail terminals

AbB STATE — exactly one terminal per dean run

J GDB selects at main,
'| after bss was deared.

fixture =3 fixture = 4

fixture = 2

fixture =1

fixture = I}
¥
IKMMID('\I IKIJI-AIJIIN[P\I

HEALTHY IK.F'.SSI'RI

o OO T OO T

I | ||ED“5'
I

|
{E01..E03

v |

E10

|
E0E

Y

DEADLINE_MONITOR

|
|
|
|
| |
v v
I|
II
|
II
)
)

A J
ll' MALLOC_HOOK |
|
/

Rysunek 4: A6 STATE — healthy PASS versus four isolated terminals. — czesé 1/1 (rl cl)
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A7 — Runtime proof czes¢ 1/1 - rlcl
AT RUNTIME — stack, snapshot, fault and identity proof
01 Distinct task stacks
waorker_sp = diagnostics_sp
Y
02 Historical watermark 04 Committed fault
0= HWM < 256 words fixture + hook + task/line + 5P
Y Y
03 Bounded system snapshot 05 Exact C artifact
task_count == 3 source blob + ELF/image SHA256

06 Deterministic replay
3 clean processes = same digest

Rysunek 5: A7 RUNTIME — stack, task snapshot, terminal record and identity. — czesé 1/1
(rl cl).
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1 Task01 — healthy run and fault fixtures

TASK TASKO1 - Diagnose before changing the program
c3027314-85a4-5e4a-af13-0939c7467a62

BLOCK A - przewidywanie
Przypisz kazdy btad do wlasciwego mechanizmu.

STEP contracts - Uzupetnij tabele ASSERT/HOOK/MONITOR.
Podaj kontekst wywotania i dozwolone dziatania.

STEP healthy - Zapisz zdrowe nierdwnosci.
Nie myl high-water mark z biezacym uzyciem stosu.

BLOCK B - replay
Uruchom zdrowy wariant i cztery fixture’y.

STEP e01-e06 - Zweryfikuj EO01-E06.
Heartbeat, HWM, task count, stosy i PASS.

STEP e07-e10 - Zweryfikuj EO7-E10.
Kazdy fixture ma dokltadnie jeden oczekiwany terminal.

BLOCK Cwiczenie -+ Cwiczenie - diagnoza rekordu

Dostajesz rekord fault bez opisu testu. Wskaz mechanizm, prawdopodobny kontekst i
pierwszy bezpieczny krok diagnostyczny bez zmiany kodu.

Evidence: fixture, hook, line/task, SP, committed marker oraz identyfikator ELF.
Acceptance: Wniosek wynika z pél rekordu; uczen nie traktuje samego komunikatu jako
dowodu.

Task acceptance: Healthy PASS; four intended fault terminals; bounded evidence; deter-
ministic artifact identity.

[WNTOSEK
Diagnostyka jest wiarygodna wtedy, gdy zdrowy PASS i oczekiwane awarie maja roztaczne,

mierzalne terminale oraz identyfikowalny artefakt.
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